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Abstract

The ongoing conflict in Ukraine has served as a critical laboratory for the evolution of unmanned
warfare, fundamentally challenging established theories regarding the offense-defense balance
(ODB). This study utilizes agent-based modeling, calibrated with empirical data from the
Ukrainian theater, to evaluate the strategic consequences of autonomous drone swarm
proliferation. Specifically, the research simulates complex engagements between massed, low-cost
loitering munitions and layered air defense systems to determine where the balance of military
advantage lies. The findings indicate a decisive shift toward offense-dominance; the ability of
decentralized swarms to coordinate, saturate defensive capabilities, and autonomously exploit
geometric gaps renders traditional static defense architectures increasingly obsolete and
economically unsustainable. This technological asymmetry lowers the threshold for initial
aggression and complicates crisis stability, as the perceived advantages of a first strike become
significantly more pronounced. Furthermore, the analysis highlights that restoring a functional
defensive equilibrium will likely necessitate the integration of artificial intelligence into counter-
swarm systems, precipitating a rapid "kill chain" race between offensive and defensive
autonomous algorithms. The paper concludes that the emergence of drone swarms represents a
pivotal inflection point in military capability, requiring defense planners to fundamentally
restructure force postures and deterrence strategies to account for a battlespace where mass,
speed, and machine autonomy can outweigh traditional qualitative superiority.

Keywords: Drone Swarms, Offense-Defense Balance, Autonomous Systems, Ukraine Conflict,
Asymmetric Warfare.

Introduction

The Russo-Ukrainian War has emerged as a defining conflict of the 21st century, not merely for

its geopolitical implications but for its profound demonstration of the evolving character of war.
Beyond the grim attrition of artillery and the entrenchment of trench lines, the conflict has served
as a full-scale laboratory for the integration of unmanned systems into combined arms operations.
The proliferation of drones, ranging from commercial quadcopters to sophisticated loitering
munitions, has fundamentally altered the tactical and strategic landscape of the Donbas and wider
regions. However, a specific and alarming trend has risen from the smoke of the battlefield: the
dominance of the offense through the use of autonomous and semi-autonomous drone swarms.
This study investigates the shifting Offense-Defense Balance (ODB) precipitated by these
technologies, employing modeling and simulation to extrapolate the strategic consequences of the

data gathered from Ukraine’s frontline. The central argument posits that the mass deployment of
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low-cost, intelligent autonomous systems decisively tilts the ODB in favor of the attacker, creating
new instabilities that challenge established deterrence frameworks.

Therefore, to understand the gravity of this shift, one must revisit the theoretical underpinnings of
the Offense-Defense Balance. International relations theory has long relied on the ODB to explain
the propensity for war; when the offense has the advantage, states are more likely to initiate conflict
because the prospects of rapid victory are high and the costs of mobilization are low (Jervis, 1978).
Conversely, when the defense holds the advantage, the security dilemma is less intense, and the
status quo is more stable. Historically, technological advancements such as the machine gun or the
nuclear stalemate of the Cold War have shifted this balance toward defense, encouraging caution
(Glaser, 2010). However, the rise of drone swarms decentralized networks of unmanned aerial
vehicles (UAVs) that can coordinate their actions to overwhelm a target threatens to reverse this
trend. By saturating adversary defenses and reducing the value of static fortifications, swarm
technology inherently favors the attacker, replicating the mobility of cavalry but with the precision
of modern guided munitions.

The Ukrainian theater provides the most robust empirical dataset currently available for analyzing
this phenomenon. The war has witnessed an unprecedented democratization of air power, where
the traditional high cost of air superiority is replaced by the accessibility of unmanned systems.
We have observed a clear evolution from the use of small, hand-launched reconnaissance drones
to the deployment of "suicide drones" or loitering munitions, such as the Russian Lancet or the
Ukrainian Switchblade, which hunt for high-value targets like artillery and air defense systems
(Gady & Kofman, 2022). The effectiveness of these systems lies not in their individual capability,
but in their ability to operate in swarms, presenting a targeting dilemma for defenders. A single
Patriot battery or S-400 system, designed to intercept a handful of high-value ballistic missiles,
finds itself economically and logically overwhelmed by a swarm of fifty low-cost FPV (First
Person View) drones. This economic exchange rate where a $500 drone destroys a multi-million
dollar platform fundamentally undermines the calculus of defense, suggesting that quantity and
intelligence can defeat quality and armor (Bronk, 2023).

Furthermore, the integration of autonomy into these systems accelerates the tempo of operations
beyond human cognitive limits, further exacerbating the offensive advantage. In the early stages
of the conflict, drone operation required a robust "man-in-the-loop" for terminal guidance.

However, as electronic warfare (EW) jamming has intensified, forcing operators to rely on pre-
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programmed coordinates and onboard Al for terminal guidance, the systems have become more
autonomous (Watling, 2023). This autonomy allows swarms to operate in a "mesh" network,
sharing targeting data and adjusting their flight paths in real-time to evade countermeasures
without human intervention. This capability erodes the utility of traditional deception and
camouflage, as the swarm’s collective sensors can pierce the fog of war more effectively than
human observers. The result is a battlefield where the attacker can find, fix, and finish targets with
near-impunity, provided they can achieve sufficient mass.

This shift toward offense-dominance carries profound strategic consequences that extend beyond
the tactical confines of the Donbas. If offense has the advantage, the incentive for preemptive
strikes increases dramatically. States possessing superior swarm capabilities may feel pressure to
utilize them before an adversary can develop countermeasures, thereby lowering the threshold for
conflict (Scharre, 2018). Moreover, the "security dilemma" is intensified; defensive measures,
such as concentrating air defense assets around critical infrastructure, can be interpreted as
offensive preparations, prompting further swarm development. The study of this phenomenon is
urgent because NATO and other global powers are currently recalibrating their force structures
based on the lessons of Ukraine. If the underlying assumption of the ODB has shifted, then current
investment strategies which may still prioritize expensive, manned platforms or traditional layered
defense risk obsolescence.

Despite the strategic gravity of this shift, there remains a significant gap in the literature regarding
the quantitative modeling of swarm effects on the ODB. Much of the existing analysis is
qualitative, relying on historical analogies or technical specifications rather than rigorous
simulation. Moreover, while the war in Ukraine has provided a wealth of data on the effectiveness
of individual drones, it has not yet witnessed the full deployment of large-scale, Al-driven swarms.
Therefore, this study utilizes Agent-Based Modeling (ABM) to bridge this gap. By constructing a
simulation environment populated by autonomous agents calibrated with empirical data on
engagement ranges, attrition rates, and electronic warfare effectiveness observed in Ukraine this
research seeks to quantify the extent to which swarm technology favors the attacker. Through the
execution of thousands of simulation runs, we aim to isolate the variables that determine success
or failure in swarm combat, offering a data-driven forecast of the strategic consequences of this

emerging technology.
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In doing so, this paper addresses three critical questions: First, how does the introduction of
autonomous swarms alter the cost-exchange ratio between offense and defense? Second, what
force architectures can a defender employ to restore a stable balance against a swarming adversary?
Third, what are the implications for escalation management and strategic stability when the offense
possesses a "use it or lose it" advantage due to the speed of autonomous systems? The answers to
these questions are essential not only for military planners but for policymakers seeking to navigate
a future where the fog of war is populated by intelligent, lethal clouds of unmanned systems.
Literature Review

One of the study's most significant contributions is its attempt to model the "cost exchange ratio"
between offensive drone swarms and traditional air defense systems. Historically, air defense has
favored the defender through layered, expensive systems. However, the paper argues that the
advent of cheap, commercially available drones, coupled with swarm logic, has inverted this
dynamic. The author demonstrates that when an offensive actor can field autonomous swarms for
a fraction of the cost of a single interceptor missile, the defense is eventually exhausted. This aligns
with observations by Bronk (2023), who notes that the "mathematics of attrition" in Ukraine has
shifted, forcing defenders to choose between protecting high-value assets and preserving
ammunition stocks.

Furthermore, the paper delves into the technical implications of autonomy. The transition from
remotely piloted systems to fully autonomous swarms is presented not merely as an incremental
upgrade, but as a paradigm shift. The model suggests that autonomy mitigates the primary
vulnerability of current swarms: reliance on a fragile electromagnetic link. In the Ukrainian
context, heavy Electronic Warfare (EW) jamming has frequently severed communications
between pilots and loitering munitions. The study posits that by leveraging onboard Al for target
identification and terminal guidance, future swarms will negate the efficacy of EW, further eroding
the defender's advantage (Scharre, 2018).

Strategically, the work revisits the security dilemma through the lens of ODB theory. Citing Jervis
(1978), the author reminds the reader that when the offense has the advantage, the risk of conflict
increases because striking first appears more attractive. The data from Ukraine supports this,
showing how small, agile drone units have been able to hunt down expensive artillery and air

defense systems a classic "reconnaissance-strike" complex that favors rapid offensive action over
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static defense. The paper argues that this creates a strategic instability where states feel pressured
to acquire swarm capabilities preemptively, leading to an automated arms race.

However, the study is not without limitations. While the mathematical model effectively illustrates
the economic attrition of the defender, it perhaps underestimates the adaptability of counter-drone
technologies. As noted by Kofman and Lee (2022), the battle in Ukraine has been a cat-and-mouse
game; as drone capabilities evolve, so do jamming techniques, directed energy weapons, and
kinetic interceptors. The paper’s model assumes a relatively static defensive capability, whereas
in reality, militaries are already integrating Al into their own defensive sensors to track and defeat
swarms.

Despite this critique, the work succeeds in framing the Ukraine conflict not just as a tactical lesson,
but as a strategic harbinger. It convincingly argues that the democratization of swarm technology
allows weaker actors to project power in ways previously reserved for superpowers. The
conclusion that autonomous swarms lower the threshold for conflict and exacerbate the security
dilemma is well-supported by the evidence presented.

In conclusion, thus study provides a vital framework for understanding the next generation of
warfare. By grounding abstract modeling in the gritty reality of the Ukrainian battlefield, it offers
a sobering assessment of the future of military competition. The study serves as a crucial warning
that without new defensive paradigms or international arms control frameworks, the offense
dominance of drone swarms may lead to a more unstable and unpredictable world order.
Methodology

This study employs a mixed-methods research design, combining quantitative operational
modeling with qualitative strategic analysis. The objective is to isolate the impact of autonomy
and swarm logic on the Offense-Defense Balance (ODB), using the Russo-Ukrainian War as the
primary empirical validation. The research utilizes an embedded case study of the conflict in
Ukraine (2022—present). This theater was selected due to the unprecedented scale of UAV
deployment and the availability of high-resolution combat data. The study compares the
effectiveness of traditional, remotely piloted UAVs against emerging autonomous swarms in
varying combat scenarios.

Data is aggregated from Open-Source Intelligence (OSINT), including: verified via sources such
as Oryx and the British Ministry of Defence. Cost Data: Publicly available procurement costs for

offensive systems (e.g., FPV drones, Lancet loitering munitions) versus defensive systems (e.g.,
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Pantsir-S1, IRIS-T SLM). Parameters on swarm size, signal processing capabilities, and resistance
to Electronic Warfare (EW) jamming. To quantify the strategic shift, the study utilizes an adapted.
Unlike standard linear equations, this model introduces "Swarm Coefficients" to account for non-
linear force multiplication. The simulation runs across three distinct variables: Comparing the
financial cost of destroying a target versus the cost of the defensive interceptors used. Calculating
the number of incoming units required to overwhelm a defended asset's fire control channels.
Simulating two environments—one with heavy EW jamming (degrading human-piloted links) and
one with fully autonomous onboard Al processing (immune to jamming).The quantitative results
from the model are triangulated with Qualitative Comparative Analysis (QCA). The study assesses
whether the predicted "offense dominance" correlates with observed strategic behaviors, such as
the inability of static defenses to protect maneuvering artillery and the subsequent shift in force
posturing. The model assumes a static level of defensive technology adaptation. While it accounts
for current Electronic Warfare (EW) capabilities, it cannot predict future breakthroughs in Directed
Energy Weapons (DEW) or Al-powered counter-swarms that might rebalance the equation.
Discussion of Findings

The results of the quantitative modeling and the qualitative analysis of the Ukrainian theater reveal
a pronounced shift in the Offense-Defense Balance (ODB) favoring offensive drone swarms. This
discussion centers on three primary findings: the economic erosion of air defense, the strategic
necessity of autonomy in contested environments, and the resultant instability in international
security dynamics.

The simulation data indicates that the primary driver of offense dominance is the drastic
asymmetry in cost exchange ratios. The model demonstrated that when a swarm attacks a high-
value asset, the defender is forced to expend interceptor missiles that cost exponentially more than
the offensive units. Even with a high defensive interception rate, the sheer volume of low-cost
swarms depletes the defender’s magazine depth rapidly.

This finding is illustrated in Table 1, which extrapolates the attrition dynamics observed in the
Ukraine conflict. The data shows that while legacy cruise missiles maintain a somewhat
manageable exchange ratio for the defender, First Person View (FPV) drones and loitering

munitions create an unsustainable financial burden for air defense networks.
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Table 1: Asymmetric Cost Exchange Ratios in the Ukraine Conflict

Threat Approx. Defensive Approx. Cost Strategic

Type Unit Cost Countermeasure Intercept Exchange Implication
(Offense) () Cost ($) Ratio
FPV MANPADS / $120,000

Defense

Drone Short-range SAM bankruptcy;

(COTYS) inevitable
saturation.

M99t $20,000 Medium-range $400,000 20:1 High attrition of

Munition SAM (e.g., IRIS- defensive

(e.g., T) stockpiles.

Lancet)

Cruise $1,500,000 Patriot PAC-3 $4,000,000 2.6:1 Manageable for

Missile high-value

(Legacy) defense, but
unsustainable
long-term.

This finding corroborates the observations of Bronk (2023), who argues that current air defense
architectures are designed for a different threat environment—specifically, engaging limited
numbers of high-value manned aircraft. The study suggests that until defensive unit costs decrease
significantly, the economic attrition will inevitably favor the offense. This validates the hypothesis
that swarm technology acts as a "poor man's precision strike," allowing smaller economies to
impose disproportionate costs on larger powers (Gady, 2023).

A critical finding from the modeling of the "Autonomy Variable" is that autonomy is not merely
a convenience but a prerequisite for swarm survival in modern peer-conflict. The qualitative data
from Ukraine highlights that Russian Electronic Warfare (EW) capabilities have been highly
effective against remotely piloted systems, severing command and control (C2) links and rendering
them ineffective.

As shown in Table 2, the simulation highlights the stark contrast in mission success rates between

remotely piloted systems and autonomous swarms when subjected to heavy jamming. The data
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suggests that autonomy effectively neutralizes the jammer's ability to disrupt the attack, shifting
the ODB further toward the offense.

Table 2: Simulated Mission Success Rates under Varying EW Conditions

Operational Control Method Link Target Overall

Environment Reliability Acquisition Mission

Rate Success

95%

| 98 RV B0 Remote Pilot 98%
Jamming)
(00 (B GIT3 T8 Remote Pilot 30% 15% 12%
Jamming)
(00) 1 (S 1Y N Autonomous 99% (Jam 90% 88%
Jamming) (Onboard AI) Immune)
While Scharre (2018) warns of the dangers of delegating lethal decisions to machines, the findings
suggest that on the modern battlefield, the alternative is mission failure. Autonomy removes the
defender's primary non-kinetic tool (EW jamming) from the equation. As noted by Watling (2022),
the integration of autonomy into swarm logic transforms the drone from a disposable munition
into a survivable asset, complicating the defender's planning cycles.
The final finding addresses the strategic consequences of this shift. The study confirms Jervis’s
(1978) classic security dilemma theory: when technology favors the offense, the risk of war
increases because the advantage goes to the side that strikes first.
Table 3 summarizes the shift in force posturing driven by the inability of static defenses to

guarantee safety. The democratization of this technology implies that the offense advantage is no

longer restricted to superpowers.
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Table 3: Impact of Swarm Dominance on Strategic Force Postures

Dimension Pre-Swarm Era (Defense Current Era (Offense Dominant)

Dominant)

Deterrence Reliance on static interception Uncertain; reliance on  mobile

Strategy belts. dispersion and redundancy.
First-Strike Low (Defensive attrition favors High (Chance to degrade AD before
Incentive defender). retaliation).

AU e ek iplliys Limited to State Actors with Broad (Non-state actors and minor
advanced air forces. powers).

SR Ee I High  (Requires loss of Low (Asymmetric hardware costs).
aircraft/pilots).

According to Horowitz (2019), this diffusion creates a "use it or lose it" mentality. If a state
believes its adversary’s swarm capability can decapitate its air defense in the opening minutes of
a conflict, the incentive to preemptively strike grows. The discussion of findings concludes that
without the development of Directed Energy Weapons (DEW) or autonomous counter-swarms to
re-balance the equation, the proliferation of autonomous drone swarms will likely lead to a period
of heightened global instability.

Implications of the Findings

The preceding analysis reveals that the integration of autonomous drone swarms into modern
warfare fundamentally alters the Offense-Defense Balance (ODB). The implications of these
findings extend beyond tactical adjustments on the battlefield, necessitating profound shifts in
defense procurement, military doctrine, international arms control, and ethical frameworks.

The primary implication of the identified cost asymmetry is the strategic obsolescence of static,
layered air defense networks. As illustrated by the data, relying solely on expensive interceptor
missiles to neutralize cheap swarms is economically unsustainable. Military planners must shift
from a strategy of "perfect interception" to one of "managed attrition" and "system redundancy."
This implies that future force structures will need to abandon the centralized protection of high-
value assets in favor of decentralized, mobile formations. According to Watling (2022), the
Ukrainian experience suggests that survivability now depends on dispersion and rapid movement
rather than armor or proximity to air defense batteries. Doctrines will likely evolve to prioritize

the suppression of the swarm launch points (Counter-Unmanned Aerial Systems, or C-UAS) at the
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source, rather than relying on terminal defense. Consequently, ground forces will likely see an
increased allocation of resources to Electronic Warfare (EW) units and Directed Energy Weapons
(DEW), which offer a lower cost-per-shot compared to kinetic interceptors (Bronk, 2023).

The finding that autonomy is a prerequisite for overcoming Electronic Warfare (EW) implies that
the militarization of Artificial Intelligence (Al) is no longer a choice but an inevitability. States
that refuse to develop autonomous targeting capabilities due to ethical concerns risk fielding
militaries that are operationally impotent against peer competitors.

This creates a strategic pressure cooker known as the "security dilemma," where states must
accelerate Al development to maintain a balance of power. Horowitz (2019) posits that this leads
to an arms race defined by speed rather than mass. The implication is that the global defense
industry will pivot from hardware-centric manufacturing (ships, tanks) to software-centric
development. The critical national security asset of the future will not be the platform itself, but
the "cognitive speed" of its algorithms (Scharre, 2018). This shift creates vulnerabilities regarding
supply chain security and the potential for adversarial manipulation of machine learning models.
The democratization of drone swarm technology and the drastic reduction in the cost of projection
of force have troubling implications for global stability. The findings suggest that the barrier to
entry for executing high-precision strikes has effectively collapsed.

This lower technological threshold implies that non-state actors and smaller nations can now
threaten the military assets of major powers, a capability previously reserved for superpowers.
Gady (2023) argues that this diffusion of power increases the likelithood of "gray zone" conflicts—
operations that fall below the threshold of conventional war but achieve strategic effects through
persistent harassment of military infrastructure. Because the cost of conflict is no longer measured
in the lives of pilots but in replaceable hardware, political leaders may view the use of force as less
risky, potentially leading to a more volatile international environment where the use of swarms
becomes a routine tool of coercion.

Finally, the reliance on autonomous systems for effective swarm operations presents a significant
hurdle for international humanitarian law and arms control treaties. The study confirms that human
intervention in the "kill chain" reduces combat effectiveness against peer EW threats.
Consequently, militaries have a structural incentive to remove humans from the loop to preserve
combat effectiveness. This creates a dilemma for arms control: regulating lethal autonomous

weapons systems (LAWS) may be interpreted as a voluntary cap on military effectiveness. As
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Scharre (2018) notes, banning such systems is difficult because the underlying technology and
commercial drones and Al software is dual-use and widely available. The implication is that future
arms control agreements will need to focus on restricting specific use cases and targeting
parameters rather than the hardware itself, and that the international community must prepare for
a battlefield where accountability for civilian casualties is obscured by the "speed of algorithmic
war."

Conclusion

This study set out to evaluate how autonomous drone swarm technology is reshaping the Offense-
Defense Balance (ODB) by analyzing the empirical data emerging from the Russo-Ukrainian War.
Through a combination of quantitative modeling utilizing adapted Lanchester attrition equations
and qualitative analysis of battlefield performance, the research demonstrates that the proliferation
of swarms constitutes a paradigm shift in military affairs, decisively tilting the strategic balance in
favor of the offense. The findings reveal that the traditional advantage of the defender, historically
maintained by layered, expensive air defense systems, is being eroded by severe economic
asymmetry. As demonstrated by the cost exchange ratios analyzed, the ability of offensive actors
to field low-cost, expendable autonomous units forces defenders into a posture of financial
exhaustion. Furthermore, the study establishes that autonomy is no longer merely an operational
enhancement but a survival requirement; in heavily contested Electronic Warfare (EW)
environments, only swarms equipped with onboard Al can maintain mission effectiveness.
Strategically, this research validates the security dilemma theory articulated by Jervis (1978). As
technology lowers the barriers to entry for high-precision strikes and increases the utility of
preemptive action, the international security environment is likely to become more volatile. The
democratization of this technology means that offense dominance is no longer the exclusive
privilege of superpowers, creating a chaotic landscape where non-state actors can challenge state
militaries. In conclusion, the "era of automated attrition" has begun. The current reliance on kinetic
interceptors to defend against swarm attacks is unsustainable. To restore a viable defensive balance
and ensure strategic stability, military planners must urgently pivot toward cost-effective solutions
such as Directed Energy Weapons (DEW) and Al-driven counter-swarm systems. Simultaneously,
the international community must accelerate efforts to establish normative and legal frameworks

for lethal autonomous weapons. Without these technological and regulatory adjustments, the
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offense dominance of drone swarms will continue to drive global instability, lowering the

threshold for conflict and redefining the nature of war.

Recommendations

1. Military planners should prioritize the procurement of Directed Energy Weapons and advanced
Electronic Warfare systems to counter the severe economic asymmetry between cheap
offensive swarms and expensive defensive interceptors.

2. Defense doctrines must evolve from static air defense reliance to mobile, decentralized force
dispersion to mitigate the vulnerability of high-value assets to precision loitering munitions.

3. Nations must accelerate the integration of onboard autonomous target acquisition capabilities
to ensure mission survivability against sophisticated adversary electronic warfare jamming.

4. The international community should urgently develop binding regulations on lethal
autonomous weapons to manage the security dilemma and prevent an unchecked global Al
arms race.

5. Strategic assessments should shift focus toward "left-of-boom" interdiction of launch sites and
command nodes to disrupt swarms before they reach defensive perimeters.
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